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Samurai -WTF

ÅWeb Testing Framework (WTF)
ïVery active & cutting -edge security field

ÅOpen -source project

ÅLive CD ISO (and VMware image)

ÅBased on Ubuntu (v9.04)

ÅCurrent version: v0.7 (+ SVN)

ÅLatest SVN revision: 3
ïNamed ñIBWASô09ò



Samurai -WTF Goals

ÅBecome the de facto open -source 
environment for web app security testing

īWeapon of choice for professional web 
app pen - testers

ÅWeb app security tools ready to run 

īTime saver

ÅIntegration of various tools

īAdvanced attacks

ÅSVN 

īFrequent updates & better collaboration



Web App Assessment 
Methodology

Reconnaissance

Mapping

Discovery

Exploitation

...



Automated vs. Manual Testing



Automated vs. Manual Testing



Automated vs. Manual Testing

Which one is the best? J



Samurai -WTF Login

Credentials: samurai/samurai



Samurai -WTF Toolset

ñA tool a day keeps the attackers awayò



Tools ~ Recon & Mapping

ÅWhois & DNS

ÅFierce Domain 
Scanner

ÅGooscan

ÅGPscan

ÅMaltego CE

ÅCeWL

ÅReconnoiter

ÅNmap & Zenmap

ÅNikto

ÅDirBuster

ÅW3C link checker

Åwget , curl, httrack , 
HTTPing , MySQL, 
Apache, html2text, 
w3mé

ÅWiki ( MoinMoin )



Tools ~ Discovery

Åw3af

ÅGrendel -Scan

ÅRatProxy

ÅJBroFuzz

ÅWebShag

ÅWapiti

ÅFlare

ÅBurp Suite

ÅParos Proxy

ÅWebScarab

ÅProxyStrike



Tools ~ Exploitation

ÅBeEF

ÅBrowserRider

ÅDurzosploit

ÅPHPShell

ÅAJAXShell

ÅSQLBrute

ÅSQLmap

ÅSQLninja

ÅLaudanum

ÅYokoso



Tools: Firefox 
Bookmarks



Tools: Firefox Add -on Collection


